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1 Introduction

The topic of fully homomorphic encryption (FHE) has been of great interest to
researchers in the last few years, due to its confidentiality and privacy-preserving
properties. This type of encryption can allow any efficiently computable func-
tions to be performed on encrypted data by a third party, without the possibility
for that party to see the underlying plain data. This has many potential use
cases, such as privacy-preserving machine learning [15], multiparty computation
[16], and cloud computing [17].

For a long time, FHE has been an open problem; computation on encrypted
data was first recognized in 1978 by Rivest et al. [14] While some crypto sys-
tems like Paillers’ and RSA were shown to be homomorphic with respect to
a limited set of operations, no practical fully homomorphic schemes were dis-
covered for decades. The breakthrough was in 2009, when Gentry proposed
the first plausible fully homomorphic encryption scheme, involving the concept
of Bootstrapping - a method of btaining a fresh ciphertext from one that had
accumulated noise [13].

There are now many FHE schemes, each with their own strengths and weak-
nesses. However, unlike in classical encryption where non-malleability of cypher-
texts is an important property, leading to the use of CCA2 (Adaptive Chosen
Ciphertext Attack) security - which implies non-malleability - in proofs, FHE in
essence requires malleability. This means that the usual CCA2 security notion
is not applicable to FHE, which lean many researcher to fall back to a much
weaker notion, CPA (Chosen Plaintext Attack).

This is the problem Nguyen et al. attempt to resolve with their paper, ”Fully
Homomorphic Encryption beyond IND-CCA1 Security: Integrity through Ver-
ifiability.” In this paper, which is the central topic of this report, the authors
present a stronger security notion, which they call vCCA security (verifiable
Chosen Cyphertext Attack). This report will go over previous work on this
subject, present Nguyen and numerous findings, provide a critique of their work
and highlight some possible ways forward based on their research.
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2 Background and Previous Work

2.1 Conventional Security Notions

CPA security, or security against chosen cyphertext attacks, can be seen as
follows:

For a given cryptosystem, an adversary has access to an encryption oracle.
The adversary can ask this oracle to encrypt any arbitrary plaintext (apart from
the challenge). A scheme is CPA secure if such an adversary is unable to reveal
any information about the private key.

To prove security against CPA, one can show that if the attack is to pick two
arbitrary messages, and receive a challenge cyphertext which is the encryption
of one of the messages, then this adversary cannot guess with a probability non-
negligibly higher than 1/2 which of the two messages has been encrypted.[12]
The Chosen Plaintext Attack is very practical in public key cryptography, since
an adversary with the public key can compute the encryption of arbitrary plain-
texts.

CCA1 security, or security against nonadaptive chosen ciphertext attack, on
the other hand, grants the adversary access to a decryption oracle, making it
stronger than CPA security. This oracle decrypts any nonchallenge cyphertexts,
but only before the attacker receives the challenge. We can then prove security
against this attack by showing that the attacker cannot reveal anything of the
challenge given access to this oracle. This notion is applicable to FHE, but it
does not appear sufficient: most proposed schemes are not CCA1 secure, and
there can be stronger applicable notions.

CCA2 security, or security against adaptive chosen ciphertext attack, is simi-
lar to CCA1 but allows the adversary to use the decryption oracle after receiving
the challenge. This notion is stronger still than CPA and CCA1 security. It is
easy to see that a Homomorphic Encryption (HE) scheme cannot be CCA2 se-
cure, since malleability is in the essence of HE: an attacker could trivially ask
the oracle to decrypt F (challenge), where F is a homomorphically computable
function in the scheme, obtaining information on the challenge ciphertext.

2.2 Other Proposed Semantic Security Notions for Homo-
morphic Encryption

Other researchers have previously proposed security notions to bridge the gap
between CPA and CCA2 security for HE and FHE.

HCCA (Homomorphic-CCA), proposed in 2008 by Prabhakaran and Ro-
sulek, is a notion which relaxes previous notions like RCCA and gCCA (which
themselves are relaxations of CCA2 security)[10]. This notion only malleabil-
ity under certain operations, limiting the ability of the decryption oracle after
receiving the challenge when compared to CCA2. However, this makes it not
applicable to general FHE schemes [12]. Similarely, the stronger notions RCCA
and gCCA suffer of the same problem in our context.
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Akavia et al. proposed in 2021 FuncCPA, a strengthening of CPA which
allows the adversary access to a Encpk(G(Decsk(.))) oracle for a family of
functions G [9]. However, this notion does not imply CCA1 security, making it
relatively weaker than others [12].

Das et al. defined CCA1.5, which stands in between CCA1 and CCA2 by
granting the attacker access to the decryption oracle before getting the challenge
ciphertext and a verification oracle after getting it. [6]

Recently, Li et al. defined CPA D security for approximate FHE schemes[7].
Checri et al., as well as Cheon et al. around the same time in 2024, near
the publishing of Manulis and Nguyen’s paper, showed that this type of attack
could also be applied to exact FHE[8][5], which was wrongly believed to not
be the case. This was briefly mentioned in Manulis and Nguyen’s paper, to
which they say that starting with a CPAD secure scheme before their proposed
transformation should be done to protect against this attack when it comes to
approximate FHE [12].

2.3 Semantic Security of Existing Fully Homomorphic En-
cryption Schemes

Fauzi et al. analyzed the security of CCA1 Security of FHE Schemes in 2022
[11]. They showed that many proposed schemes were not CCA1 secure, even
though that level of security is not theoretically unfeasible for FHE. These in-
cluded schemes based on various hardness problems, which they grouped in 5
categories: (R)LWE (Ring Learning With Errors), ideal lattices, AGCD (Ap-
proximate Greatest Common Divisor), NTRU (Nth-degree Truncated Polyno-
mial Ring Units), and “other”.

3 Contributions

Manulis and Nguyen contributed a number of things to the field in their paper.
They proposed a new security notion, security against Verified Chosen Cipher-
text Attack (vCCA), which is stronger than CCA1 but applicable to FHE,
proved its relations with other notions and proposed a transformation which
takes an arbitrary CPA secure FHE scheme and makes it vCCA secure.

3.1 vCCA Security

The authors proposed the notion of vCCA security, and defined it in two dif-
ferent ways: IND-vCCA (indistinguishability against verified chosen ciphertext-
attack) and TNM-vCCA (Targeted Non-Maleability against verified chosen ciphertext-
attack).

3.1.1 IND-vCCA

IND-vCCA requires the existence of an extraction algorithm which is able, if
given as input a ciphertext which is the result of the evaluation of a function
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and some auxiliary information, to extract the function and fresh ciphertexts
that were used in that evaluation. These fresh ciphertext are then ”liked” with
the ciphertext which was the output of the evaluation.

A decryption oracle is then defined as an oracle which decrypts any cipher-
text except those which are linked by the extraction algorithm to the challenge
ciphertext. Similarly to CCA2, the attacker is granted access to this oracle after
receiving the challenge, while having access to the standard CCA1 oracle before
that happens. He then tries to distinguish which of the messages was encrypted,
and a scheme is vCCA secure if the attacker has probability negligeably more
than 1/2 to make the right guess.

3.1.2 TNM-vCCA

This alternate definition was based on Beneh et al.’s definitions of Targeted
malleability, to which the authors added their modified decryption oracle like
in IND-vCCA. [4] The authors then showed that TNM-vCCA and IND-vCCA
were equivalent security notions which implied one another.

3.2 Relations to Other Notions

After defining vCCA, Manulis and Nguyen proved relationships between it and
other existing notions, such as HCCA, RCCA, FuncCCA and CCA1.5.

In addition to showing that TNM-vCCA and IND-vCCA were equivalent as
discussed above, the authors have shown that:

• vCCA implies CCA1.5, but vCCA is not implied by CCA1.5 (vCCA is a
stronger notion than CCA1.5)

• vCCA implies FuncCPA, but vCCA is not implied by FuncCPA (vCCA
is a stronger notion than FuncCPA)

• vCCA implies HCCA, but vCCA is not implied by HCCA (vCCA is a
stronger notion than HCCA)

• RCCA implies vCCA, but RCCA is not implied by vCCA (vCCA is a
weaker notion than RCCA)

This put vCCA security in the position of being the strongest security notion
achievable by a FHE scheme at that time.

3.3 Construction of a vCCA-Secure FHE scheme

Manulis and Nguyen then proposed transformations to turn any CPA secure
scheme into a vCCA secure one for both symmetric and asymmetric schemes,
be it for designated verifier or publicly verifiable variants.

This was done by first embedding a FHE scheme in a CCA2 secure scheme,
such that the ciphertext can be divided in two parts: a homomorphic part,
which has the properties of the underlying FHE scheme, and a ”CCA-security”
part to which we cannot apply the homomorphic evaluation algorithm.
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3.3.1 Embedding in Symmetric Scheme

In the case of symmetric, designated verifier schemes, embedding is done by
using the Encrypt-then-MAC paradigm, where a MAC tag is added to the ho-
momorphically encrypted ciphertexts, giving us a CCA2 secure encryption if
the underlying FHE scheme is CPA secure and the MAC is SUF-CMA-secure .

For the publicly verifiable variant, the Encrypt-the-Sign paradigm is used in
the same way. This gives us a CCA2 secure encryption system if the signature
scheme is SUF-CMA-secure and the FHE sceme is CPA secure.

3.3.2 Embedding in asymmetric Scheme

For asymmetric schemes with designated verifier, the principle of double en-
cryption was used instead. The CPA FHE and a CCA2-secure PKE scheme are
combined, giving us a CCA2-secure PKE with fully homomorphic embedding.

In the publicly verifiable variant, the Naor-Yung paradigm was used, and
the construction was presented for completeness but is not a novel contribution
of the paper.

3.3.3 Transformation of a CCA2 secure encryption scheme with ho-
momorphic embedding into a vCCA secure FHE scheme

Using a Succint Non-Interactive Argument of Knowledge (SNARK), we prove
the correct execution of the evaluation algorithm. This proof becomes a require-
ment for the homomorphic decryption algorithm, allowing it to reject decryption
without proof that they are the result of a certain evaluation.

The authors show that if the SNARK is black-box weak simulation-sound
extractabile, then the resulting FHE of this transformation is vCCA secure.
This shows that the notion is achievable.

4 Critique

This paper showed many powerful results. The authors proposed what was
the strongest semantic security notion to date, vCCA security, and did much
work to find how it relates to other notions. They also showed that the notion
was feasible for FHE by proposing a plausible construction based on embedding
FHE in a CCA2 secure scheme, giving strength to their proposal.

The way they constructed the scheme was also quite interesting and gave
insights in the process of improving the security of schemes by utilizing existing
techniques.

It is no surprise that this paper was quickly cited by other authors writing
papers in the same field, such as Walter [3] and Takumi [2].

However, there were some weaknesses in this paper.
For instance, they mistakenly made the assumption that CPAD only applied

to approximate FHE, when authors soon wrote papers showing it could affect
exact FHE [8][5].
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Also, while it is a theoretical paper proposing a proof of concept, the lack of
discussion about performance (which is one of the biggest reasons fully homo-
morphic encryption isn’t used in practice) is something that could be improved.
The addition of SNARKs on top of FHE may prove to considerably increase the
computational complexity of their approach, leading to it being impossible to
implement.

Another weakness is the lack of significant discussion about the practical
implications of using this security notion rather than CPA or CCA1. It makes
it difficult to assess the cost-benefit of the added complexity for a theoretically
stronger model.

Lastly, while the organization of the paper was well thought out, much of the
content was difficult to grasp without having to rely on reading the cited papers.
Notation was not always clearly defined, and often assumed to be understood
by the reader. Take for a light example TNM-vCCA, an acronym for which the
meaning was never explicitly defined.

5 Future Enhancements

This paper seems to be an important milestone for secure FHE, and a lot of
work can be done in light of it, such as:

• Implementing a vCCA secure scheme, as we only have a theoretical one
for now,

• Searching for stronger security notions applicable to FHE, which is an
endeavour some researchers have already put time in since this paper was
published [1],

• Assessing the performance impact of the proposed transformation, and
finding simpler and more efficient vCCA secure constructions,

• Assessing vCCA’s applicability in fields other than FHE,

• Assessing the performance impact of vCCA in general, and comparing
future vCCA secure schemes to non vCCA secure schemes,

• Assessing the practicality of attacks which are not possible under vCCA
security but are possible under weaker notions,

• Analyzing the relationship between vCCA and CPAD, now that we are
aware that it is indeed applicable to exact FHE

6 Conclusion

”Fully Homomorphic Encryption beyond IND-CCA1 Security: Integrity through
Verifiability.” was a challenging but insightful read. It was a somewhat longer
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paper at 36 pages, but had a lot of novel results and took into account the latest
proposals and results.

I am looking forward to seeing the next steps in FHE security notions and
the future works of Manulis and Nguyen!
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